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COPYRIGHT VIOLATIONS IN THE INTERNET:
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Implementation of digital technology has changed the ways in which the
objects of intellectual property rights are distributed. Digitalization, except the
advantages, such as possibility to disseminate freely works within intervention of
intermediaries, is also provides new possibilities to infringe authors’ rights and
increase unauthorized use of copyright works. The authors’ proprietary intellectual
property rights and moral rights, as well as their enforcement, could be easily
violated by the Internet user, thus, in modern world, the need for effective
protection over the unauthorized usage of intellectual property objects could not be
exaggerated.

Taking into consideration great demand for legal protection of the copyright in
the Internet, especially in Ukraine, lots of scientists raised in issue for scientific
discussion. For instance, following scientists contributed into research:
Y.M. Baturina, V.I. Zhukova, D.M. Boyko, O.V. Dzera, O.V. Kochanovska,
U.V. Nosikov and so on. Among foreign scientists it is necessary to name
E. Fleischmann, K. Koelman, T. Vinje, Gr. Smith, J.P. Barlow and lots of others. At
the same time, lot of issues are remaining uncovered and needs further
investigation.

The topic regarding the most effective protective measures are still quire
disputable among the scientists. For instance, «some experts have argued that the
answer to this problem is placing legal liability for copyright infringement on those
who allow and enable Internet copyright pirates to exist, namely the Internet Service
Providers (ISPs)»[2, p. 2]. This scientists base their considerations on the facts that
ISPs make a profit from the pirates' usage of the Internet and are able to control how
their subscribers use the Internet. Contrary, it shall be kept in mind that in many
cases ISPs acts as passive carriers, thus some limitation from copyright liability
shall be granted to them. The others experts convinced that technological measures
(for instance, «digital watermarkingy) is more effective than legal norms. However,
the most effective way is to protect the rights of the copyright holders by different
means, among which legal norms play the vital role.

From the end of nineteen century the most important treaty in the field of
copyright was the Berne Convention for the Protection of Literary and Artistic
Works, which was adopted in 1886 (Ukraine has ratified it in 1995 year). Despite
the fact that it was revised quite regularly in order to provide solutions to problems
caused by developments of modern objects of intellectual property (such as
phonography, photography, radio, cinematography, television), it do not include any
specific provisions to regulate relations that occurred in the Internet.

Also, it is necessary to outline Agreement on Trade-Related Aspects of
Intellectual Property Rights (the TRIPS), which purpose is «to ensure that measures
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and procedures to enforce intellectual property rights do not themselves become
barriers to legitimate trade» [1, p. 46].

Currently, the most specific international regulation regarding the means of
protection of the intellectual property rights in the Internet (i.e. technological
protection measures or rights management information) is the WIPO Copyright
Treaty (hereinafter — the « WCT») and the WIPO Phonograms and Performances
Treaty, which both were ratified by Ukraine in 2001 year.

Furthermore, in European Union several directives were introduced in order to
regulate intellectual property relations. Among other, it is necessary to draw
attention on Directive of the European Parliament and of the Council 2001/29/EC as
of 22.05.2001 on the harmonisation of certain aspects of copyright and related
rights in the information society and the Directive 2004/48/EC as of 29.04.2004 on
the enforcement of intellectual property rights.

In the United States of America, the Digital Millennium Copyright Act
(DMCA) was adopted in October 1998 in order to implement the obligations, which
USA took after ratification of WCT and the WPPT in 1997.

According to doctrine, two forms of copyright infringement could be
distinguished: direct copyright infringement and secondary copyright infringement,
which is subdivided into two categories: contributory and vicarious copyright
infringement [2, p. 4].

In case of direct copyright infringement, a copyright holder shall prove his
ownership and the fact that the coping was made by the copyright violator (i.e. by
direct evidence of copying or by showing that the copyright object are similar to the
original object) and was used in a way that violated one of the copyright holder's
exclusive rights. In such a case, the fact of knowledge or intent shall not be
obligatory for conviction. In case if the person was not personally engage in the
violating activity, but bears responsibility, the secondary copyright infringement has
occurred (for instance, liability of ISPs). Contributory copyright infringement
occurred if the violator know and contributes to the infringing conduct. Vicarious
copyright infringement occurred if the violator was able and entitled to control the
infringer's acts and receives a financial benefit.

Concerning the secondary liability, the DMCA exempt ISPs from copyright
liability in case if certain conditions are met. These conditions address following
issues: 1) service provider's knowledge of the infringing material; 2) the service
provider’s control over the infringing material; 3) the financial benefit derived by
the service provider from the infringing material; 4) the service provider's response
on request to remove or disable access to infringing material [4, p. 3].

Thus, hosting providers have so-called «duty of care», that «requires that the
hosting provider be aware of the copyright-infringing third-party content on the
host’s server» [3, p. 40]. All hosting providers are obliged to prevent the
infringement of the copyright in case if they are aware of it. This means, that host
providers shall delete the harmful content and prevent the uploading of such content
again.

While talking about secondary liability for copyright infringement, the peer-to-
peer file sharing services are usually observes primarily. The Napster and Grokster
cases, Is a illustrative examples of effective sues by record companies for
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encouraging users of peer-to-peer services to violate copyrights. However, the
social network sites (i.e. MySpace, Facebook, Vkontakte) gives a broad
opportunities for copyright infringements (as the users’ pages often contain
copyrighted content uploaded without the owner's consent).

One other interesting issue is the peculiarities of treatment of hyperlinks as
copyright infringement. In USA, where the copyright protection is on higher level
than in Ukraine, a number of lawsuits were submitted in this regards. However,
some judges rules that «hyperlinks do not constitute copyright infringement because
no copy is actually created in the process of linking (Ticketmaster Corp V.
Tickets.com, Inc)» [4, p. 5]. However, linking to the unauthorized copies of the
intellectual property objects constituted contributory copyright infringement
(i.e. Intellectual Reserve, Inc. v. Utah Lighthouse Ministry, Inc. case).

The important peculiarity of the copyright infringement in the Internet that
influence on the liability for such actions, is it global nature. For instance, the some
of the actions that are not legally binding in one country could violates the
copyright laws in other countries where material may be accessed.

Unfortunately, Ukrainian legislation do not contain special legal norm for
protection of copyright in the Internet. Relations regarding copyright in Ukraine is
regulated by the Civil Code of Ukraine as of 16.01.2003 Ne 435-1V, Law of Ukraine
«On Copyright and Related Rights» as of 23.12.1993 Ne 3792-XIl and by
Commercial Code of Ukraine as of 16.01.2003 Ne 436-1V regarding the software.

Despite the fact, that the main international treaties aimed on copyright
protection were successfully ratified by Ukraine and became the part of Ukrainian
legislation (thus, should be taking into consideration by the Internet users, state
bodies (especially courts), it is not enough in order to protect copyright effectively.
It worth to say that Ukrainian legislator has made several attempts in order to
regulate the Internet sphere in Ukraine, however, as of now no final decision is
introduced. One of the examples of such attempts is the draft law Ne 3353 «On
amendments to some legislative acts of Ukraine on protection of copyright and
related rights in the Internet» that was registered in Verkhovna Rada of Ukraine on
23.10.2015.

The first step in order to find the solution to the problems of protection of
intellectual property on the Internet shall be implementation of the specialized legal
regulation in Ukraine. While there was several legislative initiatives, none of them
was effective. Thus, the problem of protection of copyright in the Internet nowadays
will remain the greater interest until the full legislative clarification and unification.
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MPABOBE YPEI'YJIIOBAHHSI IHTEJIEKTYAJIBHOI BJACHOCTI
B OBJIACTI BIOMEJATEXHOJIOT' T

BusnavanbHa posb y TpoIieci CTpIMKOTO 3pOCTaHHS O10€KOHOMIYHO1 1HTyCTpii
HAJICKUTh OlOTEXHOJIOTISAM, MPOIYKIIs 3 SAKUX 3aCTOCOBYETbCA Y MEIUYHIl,
(apmarieBTUYHIHN, CLIBCKOTOCHOJAPChKiM, XapuoBid, eHepreTuyHiil cdepax 1
OXOpOHI HABKOJUIIHHOTO MPUPOAHOTO CEPEIOBUIIA, IO € 3aMOPYKOI0 COMiaTbHO—
KOPUCHOT'O PO3BUTKY Aep:kaBu. Bimomo, 110 O10TE€XHOOTIS — 11€ CUCTeMa METOIB 1
CHoco0IB  3aCTOCYBaHHS JKMBUX OpraHi3MiB Ta OIOJOTIYHUX TMPOIECIB Y
BUPOOHHUIITBI, 1O TMepeadadyae BUTOTOBJIEHHS MPOJYKTIB, AKI MICTATh PEUOBUHU
010JIOTIYHOTO TOXOJDKEHHS, OTpHMaHl 3 O0l0oJOriyHOrO JpKepena  (KIITHH
MIKpOOpraHi3MiB, TBapuH 1 POCIUH, NPOAYKTIB IXHbOI IKUTTEAISUIBHOCTI),
BUKOPHCTAHHSM TEXHIYHUX TPUCTPOIB HAa OCHOBI BHKOPUCTaHHSI TEHHO —
IH)KEHEPHHUX Ta TiOPUAOMHHUX TeXHOJori# [4, ¢. 15].

besnepeuno, Taka mpoOayKIlid, sIKa € pe3yJbTaTOM IHTENEKTYyaIbHOI JiSIIbHOCTI
JIOJUHYU, TOTpedye 3aXHCTy 1 OXOpPOHH. 3MICT crnenudikud MpPaBOBOi OXOPOHU
010TeXHOJIOTI B TOMY, IO MATEHTHA OXOpOHA HE € OOOB’SI3KOBUM €JIEMEHTOM
010TEeXHOJIOT11, Yy CBOEMY CKJIaJi O10TEXHOJIOT1T MOKYTh MICTUTH OJIUH a00 JEKiIbKa
00’€KTIB 1HTENEKTyaJbHOI BJIACHOCTI, $KI MOXYTh MaTH MaTepializoBaHy W
HemaTepianbHy (popmu (010J0r14HUNA MaTepiai, BUAUIEHUH 3 BIIACHOTO CEpEeAOBUILA
3a JOTMOMOTOI0 TEXHIYHOTO crnocoly; BUPIO, IO CKIAJAEThCS 3 O10JIOTTYHOTO
MaTepiasy abo MICTUTh HOro; 010JIOT14HI MPOLECH CTBOPEHHS, 0OOPOOKU TaKOro
MmaTepiaiy, 130JIOBaHHA HOro 3 MPUPOAHOTO CEpPEeAOBUINA W aHami3zy, TOIIO
[3, c. 12]. 3po3ymisio, 110 BUIIE3a3HAYCHHUI IHTEJIICKTYyaJbHUH MPOJYKT BHUMArae
PETENBLHOTO JOCHTIKEHHSI KPUTEpiiB BU3HAHHSA HOTO 00 €KTOM IHTENEKTyalbHOI
BJIACHOCTI, cHeU(IKN peecTpallii, CTUMYIIOBaHHS MMaTeHTO3/JaTHOCTI, BIICYTHOCTI
CUCTEMHOI  3aKOHOJaB4yoi 0a3u, MNPUYUHOK HHU3BKOIO IOMUTY  3aBISKU
KamiTaJOMICTKOCTI i JIOBrOTPUBAJII OKYITHOCTI, 3aCTapiyioi MaTepiaabHO-TEXHIYHOT
0a3u 11 BIPOBAKEHBb Ta HU3LKOTO PIBHS JIEPKaBHOTO (DiHAHCYBaHHSI, TOIIO.

be3yMOBHO, y BITYM3HAHOMY 3aKOHOJIABCTBI BiJoOpakeHa LMBUIBHO-IIPaBOBA
OXOpOHa O00’€KTIB Ta CyO’€KTIB IHTENEKTyaJbHOI BJIACHOCTI Yy ramysi
010MEeATEXHOJIOT1H, YIAOCKOHAJICHHS SKO1 ITOBUHHO BCTUTaTH 3a
010MEITEeXHOJIOTIYHOI eBoIoIi€e0 [2, ¢. 14]. HeoOxigna ¥ iHHOBaIiiiHA MOJEIb



