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This research is devoted to the analysis of Ukrainian legislation in the sphere of crime combating in the cy-
ber-security field as well as studying of practice of law-enforcement authorities in this sphere. An effective
mechanism to combat crime in the sphere of information and communication technology (ICT) provides inte-
grated use of three approaches — engineering, organizational and legal. Legal approach is meant fundamental
and constitutive among these three approaches and its mechanisms are applied complexly with organizational
and engineering aspects. The sense of legal approach lays in creating normative basis for realization of other
two approaches. Consequently, it is the analysis of the legislative framework of crime combating in the sphere
of ICT makes it possible to explore the weaknesses of modern mechanisms of ensuring cyber-security more
deeply and identify the root cause of the problems of their inefficiency. The article presents detailed analysis
of national legislation in the information field in general and in the field of cyber security in particular, re-
veals some of its weaknesses and presents proposals for the elimination of these shortcomings.
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Formulation of the problem. New historical
phase of civilization — the information so-
ciety — is gradually quickening, bringing not only
positive but also negative trends and phenomena.
According to statistics, Ukrainians increasingly use
all the achievements of the information age and
try to use all the features of electronic interaction.
Moreover, it is safe to say that today there are no
public or private institutions, which would not use
modern information and communications technol-
ogies — computer networks, databases, automated
system for ensuring production lines etc.

However, further development of modern in-
formation technologies and expanding of the field
of use of modern computer technologies gave a
start to the emergence of specific, complex type
of illegal activities where technical equipment and
computer information are subjects to unlawful in-
fringement or where computer equipment is an
instrument of its commission itself. We are talking
about crimes in the sphere of information and
communications technologies (ICT) or "computer
crimes” (cybercrimes).

However, even a superficial analysis of the
Ukrainian cyber-security sphere gives reason to
talk about a number of important problems that
hinder the creation of an effective system to
counter threats in cyberspace. These problems in-
clude primarily: terminological uncertainty, lack
of proper coordination of relevant agencies’ ac-
tivity, Ukraine's dependence on foreign software
and hardware, some difficulties concerning staff
recruitment to the relevant departments. Despite
the existence of a number of legal documents on
cyber security problems of the state, which are
in force, they do not cover the entire spectrum of
threats to the cyber-security of the state.

Analysis of recent researches and publications.
Certainly, the phenomenon of cybercrime was not
left unnoticed by scientists and different branches
of law. For example, dissertation researches on the
criminal aspects of crime in the field of information
technologies are scientifically substantiated by na-
tional researchers: D. S. Azarov, N. V. Karchevsky,

M. V. Pluhatyr, N. A. Rosenfeld etc. A significant
contribution to the study of investigation and
combating computer crimes made such leading
scientists T. V. Averyanova, B. V. Andreev, Y. Ba-
turin, R. S. Belkin, P. D. Bilenchuk, O. A. Baranov,
M. S. Vertuzayev, T. V. Varfolomeyeva, O. H. Voly-
evodz, V. A. Golubev, V. S. Tsimbalyuk and others.

Highlighting of previously unsolved aspects of
the problem. In our opinion, despite the theoretical
and practical importance of conducted and pub-
lished research, not enough attention is paid to the
study of the shortcomings and problems of com-
bating cybercrime in Ukraine.

The purpose of the article. The purpose of the
article is to examine possible solutions of problems
of crime combating mechanisms functioning in the
field of ICT. For this, it is necessary to identify
deficiencies in the legal, organizational and insti-
tutional mechanisms of combating cybercrime in
Ukraine and, accordingly, make proposals to elim-
inate shortcomings in the conceptual and termi-
nological aspects of law in Ukraine in the field of
cyber-security.

Statement of the basic material. Examination
of Ukrainian information legislation, which was
repeatedly carried out in recent years, including
representatives of the OSCE, indicates that the
legislative and normative basis of functioning of
information sphere in Ukraine generally meets
European standards. Although the formal side of
things does not cause significant concern, there is
an urgent problem of non-compliance of all the
subjects of information relations with established
legal norms , in particular — public authorities at
all levels. The level of legal culture of Ukrainian
citizens makes consider the situation from a com-
pletely different side to the European Union coun-
tries [1].

An important problem is certain inconsistency
of national legal policy in the information sphere.
A large number of legislative acts to address spe-
cific tactical tasks, meet personal or commercial
interests are often adopted without considering
the strategic goals and real conditions in Ukraine.
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For example, the attempts of revising legislation
to permit advertising of alcohol and tobacco were
very demonstrative.

Much of the issues in the information sphere’s
functioning is legally unsettled. This applies to in-
frastructure problems, media activity, information
and analytical agencies, etc. As an example, let us
analyze legislative provision of such an important
component of national information policy as infor-
mation transparency and openness in the function-
ing of state government and services. Ukraine has
formed a legal framework to ensure transparency
of state authorities. First of all, it is about the Con-
stitution of Ukraine (art. 3, 32, 57, etc.), the law
"On information”, "On the print media (the press)
in Ukraine", "On Television and Radio", "On the in-
formation agencies", "On State service "and so on.

The main drawback of the current legislation
it is passive nature — it was declared only the ne-
cessity of ensuring transparency of public author-
ities in response to the appeals of citizens or the
media. To obtain certain information, a citizen has
to prepare and submit to the institution a request
and expect a response within a month [2, p. 113].
As you can see from this, public authorities are, in
fact, absent in the information space. Cases when
the policy of the State is not reported to public
by itself but its opponents are frequent too. Then,
as the legislation of democratic countries means
active information activity, mandatory reporting
of the state authorities to the public, regardless
whether the appeals or requests for the provision
of any information were or not, obligatory, maybe
even a bit too active, informing citizens about the
ongoing activities of public authorities.

Another disadvantage of the current Ukrainian
legislation, particularly in the information sector
is its vagueness, a certain blurring of wording. In
fact, there is no identification of specific mech-
anisms for promulgation information, particular
documents that have to be published. The terms of
this activity has not been set yet, the legal norms
of strict appliance concerning financial and staff
provision [3].

The absence of legal regulation of international
information systems, for example — Internet, is a
significant problem. In particular, the lack of appro-
priate regulations creates certain problems for In-
ternet media and promotes their use in destructive
purposes. The development of information infra-
structure requires appropriate legislative support.

Returning to the issue of imperfection of mech-
anisms for combating crime in the ICT sphere, it
should also be noted that the use of such familiar
and rather widespread notion as "cybercrime" to
characterize a specific group of crimes attributed
to the so-called "cyber area" (crimes in informa-
tion technology sphere, computer technology sys-
tems and networks) needs some theoretical legal
understanding, in the first place — conceptual and
terminological analysis [4, p. 150]. The term "cy-
ber-crime" has gained rather wide usage in the
post-Soviet space without legal content. Not only
the problem of setting the ratio of "cybercrime"
with such concepts as "computer crime"”, "crime
in the sphere of computer information", "crime in
the field of computers usage", "crime in the sphere
of information technology", or with legal concept
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of " crime in the sphere of electronic computers
(computer) systems and computer networks and
telecommunication networks usage" remains un-
solved, but also conceptual definition of the place
of "cybercrime" in the system of illegal acts pro-
vided by national law. All this raises serious doubts
about relevance and possibility of legal defining of
cybercrime and its introduction as a separate type
of crime by criminal law. The way of solving this
problem is thorough general theoretical under-
standing of the content of the concept of "cyber-
crime", which is provided the prefix "cyber", tak-
ing into account axiological, etymological, semantic
features, as well as the history of emergence and
development of the cybercrime phenomenon. The
said issue relates to a number of problems of form-
ing the concepts and terminology apparatus of cy-
ber security field and it must be resolved compre-
hensively [5].

Another manifestation of conceptual and ter-
minological problem is loan nature of the "cyber-
crime" concept with a certain content laid on it by
international legal acts, including the Convention
on cybercrime, created by states with different
types of legal systems and different understand-
ing of the "crime" concept. The understanding of
cybercrime provided by them is quite generalized
and abstracted from the legal system of particular
state and cannot fully meet its features that addi-
tionally raise the problem of the legal implemen-
tation [6, p. 434].

Taking into account high level of latency of cy-
bercrime, which causes secrecy of real volumes of
its negative consequences, the possibility of using
such criteria as the amount of public damage or
degree of public danger as determining during the
classification of offenses in the cyber area is ineligi-
ble. Besides, the issue of separating "cyber offense”
as the type of crime was almost never considered
[7, ¢ 75] leaving out of a public-legal response the
significant number of actions that does not cause
much social harm alone and, accordingly, may not
be qualified as "crimes" but in the mass create a
public danger. Among them, it may be a latent
form of cybercrime, which also remains without
adequate response.

The last problem can be further intensified
by the novels of the Criminal Procedure Code of
Ukraine that initiates the introduction of a new
kind of offenses for the legal system for Ukraine —
criminal offense, which in the future will have its
own regulation of substantive criminal law.

Possibilities to use methods of legal impact on
the consciousness of individuals in Ukraine are
quite limited today, first, because of low level of
legal and information culture of citizens, which
do not rely on internal motivation to appropri-
ate (lawful) behaviour and proper protection of
their constitutional rights, and secondly, because
of transnational nature of cybercrime, which may
go beyond the jurisdictional limits of a separate
state. It is obvious that only the influence on the
behaviour of individuals has the real potential of
effectiveness under such conditions. This gives a
special value to law enforcement components of
cybercrime combating, ie. the system of efficient
law enforcement norms, especially criminal, cre-
ated by the unified international standards, and
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effective activity law enforcement and judicial au-
thorities of the State and the relevant internation-
al organizations regarding the application of these
rules [8, p. 180].

The solution of the mentioned problems can be
a step towards adequate legal perception of the
phenomenon of "cybercrime", determination of ne-
cessity and extent of its legal implementation, and
consequently, the harmonization of the national
legal framework aimed at combating cybercrime.

This inconsistency in terms defining applies not
only to the concept of "cybercrime". Thus, in the
Law of Ukraine "On the fundamentals of Nation-
al Security of Ukraine”, it is mentioned "comput-
er crime" and "computer terrorism", but none of
these terms has its definition neither in this nor in
other laws. In the Law of Ukraine "On Combating
Terrorism", the concept "computer terrorism" was
not mentioned at all, and those elements that can
be referred to it are prescribed as part of the con-
cept "technological terrorism". In the "National Se-
curity Strategy of Ukraine" (version from Febru-
ary 12, 2007 Ne 105/2007) computer threats were
not mentioned at all, while "cyber security” — only
in the context of the need of "development and
implementation of national standards and techni-
cal regulations of ICT, harmonized with the rele-
vant European standards, including requirements
of the Convention on Cybercrime ratified by
Verkhovna Rada of Ukraine”. However, the new
published edition of "National Security Strategy"
(2011) already uses the term "cyber-security". The
"Doctrine of Information Security of Ukraine" (re-
pealed in 2014) also mentioned "computer crime"
and "computer terrorism", but without any expla-
nation or reference to such explanations. There-
fore, we can say the domestic legal framework in
the field of information (cyber) security uses the
terms that have not any definitions.

There is also an urgent problem of the lack of a
unified national system of combating cybercrime,
coordination its activities and legal regimentation
of areas of responsibility between agencies, proce-
dures and means of cooperation as the most com-
prehensive response to the threats to cyber-secu-
rity of the state and significant work to prevent
such crimes [9].

In order to solve these problems and disorder
of the legal framework, public security institutions
carried out a whole number of measures. The basis
for these was the decision of the National Security
and Defence Council of Ukraine of 17 November
2010 "On the challenges and threats to the nation-
al security of Ukraine in 2011" [10, p. 41], which
was approved by the Decree of the President of
Ukraine on December 10, 2010 Ne 1119/2010.

Another problem of national legislation on cy-
ber security, as stated above, is imperfection and
inconsistency of concepts and terminology appa-
ratus. National Institute for Strategic Researches
sent a number of official requests to key agencies
(Security Service of Ukraine, the Foreign Intel-
ligence Service, General Intelligence Directorate
Ministry of Defence of Ukraine, Ministry of Inter-
nal Affairs) and scientific institutions (Institute of
Telecommunications and Global Information Space
of the National Academy of Sciences of Ukraine,
Interdepartmental scientific Research Centre for
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Combating Organized Crime of the National Se-
curity and Defence Council of Ukraine) relating
to information (including — technological compo-
nents) of state security to determine approaches to
key terms in this field.

After the analysis of the responses, were formed
definitions of key terms in the field of cyber-secu-
rity that can become the basis of developed legal
framework in the field of protection of cyberspace
of the state.

Terms and definitions proposed by the National
Institute of Strategic Researches for inclusion in
the draft of the law "On cyber security of Ukraine":

1. Cyberspace — objects of information infra-
structure governed by information (automated)
systems of management and information, which
circulates in it.

2. Cyberspace of the state — objects of informa-
tion infrastructure of the state governed by infor-
mation (automated) systems of management and
information, which circulates in it.

3. Information infrastructure — a set of objects
of telecommunication systems of all forms of own-
ership.

4. Information infrastructure — a set of objects
of telecommunication systems of all forms of own-
ership located in the state or accessed from the
state.

5. Critical information infrastructure of the
state — a set of information and telecommunica-
tion systems of the state and the private sector
that ensure the functioning and safety of strategic
institutions of the state and safety of citizens.

6. Cyber-security — the state of cyber security
as a whole or individual objects of its infrastruc-
ture from risks of foreign cyber influence (cy-
ber-attacks), at which it is provided their sustain-
able development, and early detection, prevention
and neutralization of real and potential threats to
personal, corporate and / or national interests.

7. Cyber Defence — a set of methods and mea-
sures of organizational, legal and technical nature
to ensure cyber-security.

8. Cyber-attack — deliberate actions imple-
mented in cyberspace (or using technical capabil-
ities) that lead (can lead) to achieve unauthorized
purposes (violation of the confidentiality, integri-
ty, authorship and availability of information, de-
structive information and psychological influences
on consciousness, psychological and mental state
of citizens).

9. Cybercrime — criminal act, responsibility
for which is envisaged by criminal law, that is
established (being established) in cyberspace (or
through its technical capabilities) and bears the
danger to society.

Separation of "cyber-terrorism" as an indepen-
dent concept is one of the most controversial issues
in cyber-security field. This is reasoned by, firstly,
extraordinary politicization of the concept, and sec-
ondly, by the necessity of defining its keynote set-
tings, so it would be impossible to take conventional
computer crime or hooliganism under their action.
In modern Ukraine, the basis of countering terror-
ism and combating its manifestations is the Law
of Ukraine "On Combating Terrorism" [12, p. 180].
In this law, terrorism is defined as "socially dan-
gerous activity that lays in conscious, purposeful
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use of violence by hostage-taking, arson, murder,
torture, intimidation of the population and the
authorities or any other encroachment on the life
or health of innocent people or threats to commit
criminal acts in order to achieve criminal goals”.
Among the proposed definitions of cyber-terror-
ism, the offer of Security Service of Ukraine in
the best way correspond the current version of the
Law of Ukraine "On Combating Terrorism». How-
ever, this definition requires some refinement in
its final form and may be represented as follows:

"Cyber-terrorism — socially dangerous activi-
ty, carried out in cyberspace (or using technical
capabilities) with a terrorist purpose and lays in
conscious, purposeful intimidation of the popula-
tion and the authorities or any other attacks on
human life and health”. This definition should be
introduced to the Law of Ukraine "On combating
terrorism”, removing from the definition of "tech-
nological terrorism", the words ".. usage of means
of electromagnetic action, computer systems .."
In addition, the Security Service of Ukraine has
proposed to allocate separate series of definitions
that will distinguish cyber-terrorist acts of other
criminal acts: cyber offence, cyber espionage, cy-
ber diversion [13].

Conclusions and suggestions. To improve the
mechanisms of combating crime in the field of ICT
it is necessary, first — to develop a modern regu-
latory support of this sphere, which would corre-
spond to the realities of scientific and technologi-
cal progress of mankind. Secondly, it is urgent to
revise the existing legislation on cyber-security. It
is important to provide normatively a system to
prevent cybercrime and raise the level of people’s
knowledge of specific forms of cybercrime and
means of protection against them. It appears ap-
propriate to ensure the full integration of Unified
State System of Combating Cybercrime (USSCC)
into the legislation, to create it under the Decree
of the President of Ukraine "On the challenges and
threats to the national security of Ukraine in 2011"
dated December 10, 2010 Ne 1119/2010 according
to the necessity.

Meanwhile the Security Service of Ukraine pro-
posed successful, in our view, model of the orga-
nizational structure of the system that should op-
erate like a single system of prevention, response
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and suppression terrorist attacks and minimizing
their consequences, the provisions of which was
approved by the Cabinet Ukraine dated 15 August
2007 Nel051.

In particular, the USSCC proposed to introduce
the following functional elements:

- national system of monitoring and responding
to security threats in cyberspace (provides quick
identification of the attacker and measures for lo-
calization harm caused by malicious actions);

- the system of measures for the levelling of
threats and vulnerabilities of cyberspace and cy-
bercrime investigation,;

- national system of critical information infra-
structure protection

It should be noted that mentioned judgment of
NSDC "On the challenges and threats to the na-
tional security of Ukraine in 2011" in April 2014
was cancelled [11, p. 39] after the review of its
performance, though there are no reasons to talk
of its realization.

Therefore, summarizing the results of the anal-
ysis of the problems of existing legislation and ter-
minological uncertainty in the area of cyber-secu-
rity, we can draw the following conclusions:

1. Despite the existence of a number of legal
documents on cyber-security problems of the
state, they do not cover the entire spectrum of
threats to the cyber-security of the state.

2. The existing regulatory framework has not
definition (and therefore specific forms of protec-
tion, response and responsibility are not imple-
mented) of key elements of state infrastructure
against cyber-attacks.

3. Terminological field of cyber security areas
of the state remains fragmented, which makes im-
possible the formation of effective legal documents
of combating cyber threads.

4. There are not established definitions of key
terms ("cyberspace"”, "cyber-attack" "cyber-secu-
rity" "cyber protection”, "cyber-war", "cyber-ter-
rorism", "cyber weapon", "cyber-infrastructure",
"critical cyber-infrastructure") that can effectively
be used in law enforcement practice.

5. The only national system of combating cy-
bercrime that has appropriate regulatory support
is still under development and needs much more
improvements.
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HEJOJIIKV TA ITPOIIO3NIIT 3 BIOCKOHAJEHHA HOPMATHUBHO-IIPABOBOI
CRJIATOBOI MEXAHI3MY ITPOTUIIT 3JI0OYIMMTHAM Y CHEPI IKT

Anoranisa

Pobory npuceaueno anajizy ykpaiHcbKoro 3aKoHOmaBCTBa y cdepi nmpoTuaii 3iounHam y cdpepi kibepbesneru
a TaKO’K BUBYEHHIO IPAKTUKM MIPABOOXOPOHHMX OpraHiB y maHint cdepi. EdertuBHmMit Mmexanism 60poTsbm
IIPOTY 3JIOYMHHOCTI y cpepi inopmaniriHo-KomyHiKaniviuux TexHosorin (IKT) nepenbadae KoMIIJIeKCHe BU-
KOPMCTAaHHA TPBOX IMAXOMAIB — iH}KEeHepHO-TEXHIYHOro, OpraHisalliifHOro Ta HOpMaTMBHO-IIpaBoBoro. Ceper
BKa3aHMX IIiIXO/IiB OCHOBOIIOJIOXKHMM 1 CMCTEMOYTBOPIOIOUNM € caMe HOPMAaTUBHO-IIPABOBU, MeXaHIZMI AKO-
ro, 0€3yMOBHO, 3aCTOCOBYIOTECS KOMILJIEKCHO Pas30M i3 OpraHisaliiiHuM Ta iH)KeHepHO-TeXHIYHMM HaIPAMOM
i IoJIATAI0ThL Y CTBOPEHHI 3aKOHOMABYMX 3acajl peaJsizallii MexaHi3MiB Imeprinx ABOX HampamiB. Bigrak, came
aHaJi3 BaKOHOAABYMX OCHOB GopoThbm 3i 3moumHamu y cdepi IKT nae amory HamOigbul ramboKo AOCTIANTI
HeIOJIKM CydacHUX MeXaHi3MiB 3abesneueHHsa KibepbOesamexy Ta BUABUTY IEPIIONPUUMHY Ipobsem ix
HeedeKTUBHOCTI. B cTaTTi mpuBeneHO AeTasibHUII aHaJjli3 BiTUM3HAHOTO 3aKOHOAABCTBA B iH(OpPMAIITHMI
cepi Barasom Ta y cepi 3abesmeuenHsa KibepOes3neky 30KpeMa, BUABJIEHO OKPEMi I0TO0 HEJOJIKM Ta HaBe-
JIeHO TIPOTIO3NIIill YCYHEeHHs TaKMX HeJO0JIKiB.

Ruaro4oBi cnoBa: xibepasouns, kibeprpocTtip, iHdopManiiHO-KOMYyHIKaLiiHI TexHoJorii, indopmarniiina Oes-
IeKa, 3axXyCT iHdopMmariii.
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HEJOYETBI 1 IPENJIOKREHNA 110 YCOBEPIIEHCTBOBAHMNIO
HOPMATVBHO-IIPABOBOJV COCTABJIAIONIEVT MEXAHIU3MA
MMPOTUBOJEVICTBUA NPECTYIJIEHUSAM B COEPE UKT

AnHOTaA

Pabora mocBAleHa aHAJAM3Y YKPAMHCKOTO 3aKOHOJATEIbCTBA B cpepe MPOTUBOAENCTBUA IIPECTYILIEHUAM B
chepe KuOepOE30IIacHOCTM a TaKiKe M3YYEeHMIO IPaKTUKY IIPaBOOXPAHUTEJIbHBIX OPraHOB B JIAHHON cdepe.
AP peKTUBHBIT MeXaHU3M OOpLObI IPOTUB IIPECTYIHOCTM B cdepe MHEAPOPMAIVOHHO-KOMMYHUKAIMOHHBIX
texnosiornit (VIKT) npenycmaTpuBaeT KOMILJIEKCHOE MCIIOJIb30BaHME TPEX MOIXOJ0B — MHIKEeHEePHO-TeXHUIe-
CKOT'0, OPraHM3aIIOHHOIO ¥ HOPMaTUBHO-IIpaBoBoro. Cpeny yKas3aHHBIX IIOJXO0J0B OCHOBOIIOJIATAIOIIMM W CY-
CcTeMO00Pa3yIOIMM ABJAETCH VIMEHHO HOPMAaTVBHO-IIPABOBOJ, MEXaHM3MbI KOTOPOro, 0€3yCJIOBHO, IIPYIMEHA-
I0TCA KOMILJIEKCHO BMECTE C OPTaHM3AIMOHHBIM U MH}KEHEPHO-TEeXHUYECKMM HAaIIpaBJIEHMEM U 3aKJIYaI0OTCA
B CO3JIaHMM 3aKOHOJATEJIbHBIX OCHOB peasM3aliy MeXaHM3MOB IIePBBIX ABYX HalpasseHuil. CiieoBaTesbHO,
VIMEHHO aHaJM3 3aKOHOJATeJbHBIX OCHOB 60pbObI ¢ mpectymernuaMn B cpepe VIKT naeT Bo3Mo:KHOCTB OoJee
rIyOOKO MCCJIEOBATh HEJOCTATKY COBPEMEHHBIX MEXaHM3MOB obecreueHnsa KubOepOe30IIacHOCTI U BBIABUTH
[IePBONPUUNHY IIpobaeM nx Hea(eKTUBHOCTY. B cTraTbe IIpUBENEH AeTaJbHbI aHaJIM3 OTEeYEeCTBEHHOro 3a-
KOHOZATeJIbCTBA B MH(OPMAIMOHHOI cpepe B 11eJIoM 1 B cpepe obecreduenmusa KubepOe30macHOCTM B YaCTHO-
CTY, BBIABJIEHBI OTJ[€JIbHBIE €70 HEJIOCTATKY U IIPUBEJIEHBI IIPEJIJIOMKEHNA 10 YCTPAHEHNI0 TaKMUX HEIOCTATKOB.
Ruarouesrple cioBa: KubeprpecTyrienne, KuOeprpocTpaHcTBO, MH(MPOPMAIVOHHO-KOMMYHVKAIIVIOHHbIE TEXHO-
Jioruy, MH(MOPMAIMOHHaA 0e30IIaCHOCTBD, 3alllUTa MH(MOPMAaIIVL.



