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Results of detection of computer attacks by the method of variations (outliers) have been analyzed. Identified
errors in the calculation of the deviations and made adjustment that increases performance of the system.
Discussed detection of computer attacks by deviations, as well as its capabilities in comparison with other
traditional approaches. Developed model of intrusion detection based on information about the behavior of
outliers in the network. The techniques of intrusion detection are proposed.
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Formulation of the problem. The intensive
use of the Internet network security has
become a key foundation for all web applications.
Intrusion Detection and identification of attacks by
analyzing the information in the records of net-
work processes — all of this can be seen as one of
the important ways for effective solutions in the
field of network security problems [1].

Invasion could jeopardize the security of both
data and the system itself. With the development
of information networks and the increase in the
data rate, there is a risk of malicious use of the
Internet. A need for more reliable and effective
control system, crucial network security problem
without human interaction.

Using the tools of detection of anomalies and
attacks depends on areas of implementation. The
narrower scope, the easier it is to apply to it or
that research tools.

The possibility of working with neural networks
(NN). A distinctive feature of NN is that they can-
not be programmed and trained. This is one of the
main NN advantages over traditional algorithms.
The training consists of connections between neu-
rons that determine the ratio of input and output
signals of the neuron. NN based on "learning” and
does not allow analytically to calculate the level
of errors. The disadvantage is that the topology
of the network nodes and weight are determined
only after a sufficiently large number of trials and
errors. The main disadvantages of IDS (Intrusion
Detection Systems) NN:

- lack of precision detection U2R and R2L
attacks;

- low reliability of the detection.

Analysis of recent research and publica-
tions. To solve these problems, we propose a new
approach based IDS deviation method. Detection
of deviations is made in order to improve the
accuracy and stability of detection. The proposed
approach consists of two phases: training to nor-
mal data sets and test data sets with samples of
intrusion. Different data set is used to prepare
the initial stage of IDS in a distributed storage
environment. Normal data sets improve the per-
formance of intrusion detection system. With the
invasion of the data set, which is used to calcu-

late the value of the error with the training data
sets. If the number of errors is incremented by a
certain threshold, then the test data set should be
regarded as an anomaly.

Various methods can be used for intrusion
detection, but each is specific for a particular
method [2]. The main purpose of the intrusion
detection system — effectively detect attacks. It is
important to identify the attack at an early stage,
in order to reduce its impact. An approach devia-
tions sculpt the values at which the data set anom-
aly measured deviation factors (DF).

learning model consists of data sets distrib-
uted storage environment to enhance the intru-
sion detection system performance. Experimental
results have shown that this approach detects
anomalies efficient than known methods.

The first work is conceptual, as they attempted
to use is not defined filters or methods, and the-
ory of probability and mathematical approaches to
solving problems.

Known methods of machine learning (tempta-
tion-governmental neural network) for intrusion
detection.

Development of methods for detection of
attacks based on the information about the behav-
ior of outliers in a network devoted to the work.

Bold of unsolved aspects of the problem. Classi-
fication of problems contributes to the selection of
the best approaches to solving problems. Intrusion
detection systems are divided into three catego-
ries:

- host-based IDS;

- networking IDS;

- IDS vulnerability assessment.

There are basic models used to analyze the
events and intrusion detection:

- misuse detection model — an intrusion detec-
tion system by searching for known vulnerabilities
or intrusion signatures.

Model of anomaly detection — intrusion detec-
tion system by using the search function abnor-
malities network traffic.

Some IDS can detect signs of intrusion with-
out specifying types of attacks, but they are sen-
sitive to false alarms. We used the proposed IDS
approach based on anomaly detection model [3].
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Fig. 1. The proposed architecture of the system

The main goal is to develop an IDS based on
anomaly detection model, which would have a
low threshold of false alarms was adaptive and
worked in real time. Fig. 1 shows architecture of
the system in which packets are received from
the Internet, and SNORT is used to collect data.
Original features extracted from the data pack-
ets are transmitted to the IDS, then the pro-
posed IDS calculate the distance between the
extracted features and the training model. learn-
ing model consists of large amounts of distrib-
uted data storage environment to improve the
intrusion detection system performance. Thus,
if the abnormal value exceeds a predetermined
threshold, it generates a false alarms [4].

The aim of the study is to developed-thief IDS
based on anomaly detection model, which would
have a low threshold for false alarms and to la
adaptive and worked in real time.

The main material. These samples have normal
dense neighborhood, whereas they are dispersed
at deviations away from each other. Dropping
deviations are the objects of the outer layers [5].

The basic idea of the approach is to assign the
data with a factor of the deviation, and to find the
data, whose behavior is different compared with
more normal flow of information.

The steps of the algorithm used to calculate
deviations for these examples are as follows:

- calculate the maximum deviation (D) for each
sample data (D);

- calculated distance reachable for each of the
examples of D relative to each other (n): the max-
imum distance (D, n) = max {O (n), d (D, n)} — is
the distance between the data of Example D and
data Example n;

- calculated by the local density reachability for
each example D, based on the return on availabil-
ity medium distances reachable via MinPts (the
minimum number of objects), and sample D with
its immediate neighbors;

- are determined to reject all examples of D
with respect to the averaged data with coefficients
density reachable MinPts nearest neighbors.

The advantages of the proposed approach the
deviations are shown in Figure 2. Clusters are
defined as dense sets of related objects. A sim-
ple two-dimensional array of data taken from
a much larger number of samples in cluster R1
and then in R2. Thus, the density higher than

the density K1 K2. For each example, be consid-
ered an object within the cluster K1, where the
distance between him and his nearest neighbor
is greater than the distance between P2 and its
nearest neighbor cluster of K2. Therefore, P2 is
not regarded as abnormal values.

Therefore, detection of outliers is in the
field of statistics. However, in the P1 deviation
can be detected using only the nearest neigh-
bor distances. Alternatively, the deviation can
capture both values (P1 and P2) in connection
with what they consider grouping all points
(Figure 2).
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Fig. 2. Accuracy of detection of abnormalities

In the study of the number of experiments
it was based on the extracted data to measure
the performance of IDS systems. Experiments
were carried out on the basis of configuration:
Windows 8, Core2Duo (R), CPU T7300 2,90 GHz.

The extracted data set included over two thou-
sand entries compounds. Test data included five
thousand records connections. The data set includes
the features derived from each compound, and the
group of labels identifying a recording status con-
nections for deviations.

The distance and the deviation of the data val-
ues are calculated by a method of detection of
deviations. These calculations show that the devi-
ation values increase when the distance between
lessons and test data increases. The results are
shown in the table.

Table 1
The dependence of the distance
and the sample variance

No Distance Variance
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1.2

4.6

2.7
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Conclusions and suggestions. In the approach
developed for the detection of deviations to
detect intrusion into a computer network. learn-
ing model consists of data sets distributed envi-
ronment, which increases the performance of the
system when it detects intruders. The proposed
approach is applied using data sets KDD. Machine
learning approaches of intrusion detection in com-
puter networks are promising, since it is possible
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to fully automate the detection of intrusions in of using the approach of intrusion detection in
the networks. In the study evaluated the perfor- computer networks.

mance of the proposed method, which can detect Further research is planned to use the results
anomalies in most computer network. The results to samples of learning models or test data.
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Hamionansanit aBiaiiianit yHiBepcureT

BIABJEHHA KOMII'IOTEPHIIX ATAR 3A JOIIOMOTOIO METOY BIAXWJIEHD

Amnoranisa

IlpencraBnennii aHaJsi3 pes3yJsbTaTiB BUABJEHHA KOMIIIOTEPHMX aTaK 3a JOIIOMOTOI METONY BiAXmjeHb
(3Hauenb BigxuieHHs). OBroBOPIOETHCA BUABJIEHHS KOMIIIOTEPHUX aTaK METOJOM BiIXWJIEHb, & TaKOMK I10ro
MOJKJIVBOCTI B ITIOPIBHAHHI 3 TPaAUILIHMMY IIiIXoHaMy. 3a pe3yJsIbTaTaMy aHaJi3y BU3HAYEHO ITOXMOKY B PO3-
pPaxyHKaX BiIXMJIeHb IIPOIECiB Ta BHECEHI KOPEKTYBaHHA, AKi 3HAYHO ITiABULITYIOTh IOKA3HMKN ITPOAYKTUBHOCTI
oTpuMaHi paninte. Po3pobisieHO MOnesb BUABJIEHHA aTaK Ha OCHOBI iHdopMmarnii mpo moBeAiHKY 3HadeHb
BiXMJeHb B Mepeski 1 iX BUABJIEHHA.

Karo4doBi cioBa: aTaka, KOMII'IOTEpHA CHUCTEMa, BigXMJEHHd, BTOPTHEHHHdA, iHQoOpMalijiiHa cuctema, CTaH
006'exTa.

banxakun C.B., iKykos JLA.

HaLU/IOHa.HbeIfI aBI/IaLU/IOHHbe/i YHUBEpPCUTET

OBHAPYKEHVE KOMIBIOTEPHBIX ATAK C IIOMOIIbIO METOJA OTKJIOHEHUII

AnHoTanusa

IIpoBeseH aHaN3 pPe3yabTATOB 0OHAPYIKEHNA KOMIIbIOTEPHBIX aTaK C IIOMOIIbI0 METOa OTKJIOHEHNII (OTKJIO-
HAIOIMUXCA 3HaYeHni). O6cyKkaaeTcsa oOHapysKeHe KOMIIbIOTEPHBIX aTaK METOJIOM OTKJIOHEHUI, a TaKyKe ero
BO3MOYKHOCTY B CPaBHEHUM C TPaJMUIMOHHBIMK moaxonamu. Ilo pesyiabraTam aHaJm3a OMpPEesIeHbl ITOTPell-
HOCTM B pacdeTax OTKJIOHEHMII IIPOLECCOB M BHECEHbI KOPPEKTUPOBKM, KOTOPblE 3HAYUTEJHHO IIOBBIIIAIOT
TIOKa3aTeJi IPOU3BOAUTEIbHOCTI. PagpaboTana Mozesns oOHAPY KeHNA aTaK Ha OCHOBE MH(POPMAIVK O TTIOBEe-
IEHUV OTKJIOHSAIOIIMXCS 3HAYEHNII B CETU U UX BBIABJIEHNE.

KaroueBbie coBa: aTaka, KOMIIbIOTEpPHAs CHUCTEMa, OTKJIOHEHME, BTOpPYKEeHMe, MH(POPMAIMOHHAA CHUCTEMA,
cocToAHME 00bEKTa.
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